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Abstract: To address the challenges faced by edge nodes in the power Internet of Things (PIoT), including the diffi-
culty of identifying complex adversarial attacks, stringent real-time requirements, and severe resource constraints, an
adversarial testing method for edge intelligence based on generative adversarial networks (GAN)-driven digital twin
framework was proposed. Firstly, a GAN model integrating physical constraints and temporal consistency was con-
structed to generate adversarial samples that conform to the operating rules of edge devices, and a virtual mirror of the
edge nodes was established by integrating digital twin technology, enabling accurate reproduction of attack scenarios.
Secondly, three types of test scenarios, namely normal operation, single adversarial attack, and hybrid adversarial at-
tack, were designed, and a four-dimensional evaluation system including detection accuracy, response delay, false
positive rate, and computing power occupancy rate was established. Finally, the case analysis results demonstrated
that the proposed method achieved a detection accuracy of 89.5% in mixed attack scenarios, with latency controlled
within the range of 3.3 ms to 5.2 ms, a false positive rate as low as 0.5%, and computational resource occupancy main-
tained between 22% and 23%. Compared with traditional rule-based matching methods and single machine learning
models, the proposed method exhibitd significant improvements in complex attack identification capability, real-time
performance, and resource adaptability, providing an efficient and feasible solution for the security testing of PloT
edge intelligence .

Key words: intelligent sensing terminal, generative adversarial network, digital twin, adversarial testing,

edge intelligence
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